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EXECUTIVE SUMMARY 
 
AISA welcomes the request for submissions from the Australian Government’s Attorney Generals Department in 
Review of the Privacy Act 1988 to ensure privacy settings empower consumers, protect their data and best serve the 
Australian economy. The review was announced as part of the government's response to the Australian Competition 
and Consumer Commission's Digital Platforms Inquiry. 
 
The Australian Information Security Association (AISA) champions the development of a robust information security 
and privacy sector by building the capacity of professionals in Australia and advancing the cyber security and safety 
of the Australian public as well as businesses and governments in Australia. Established in 1999 as a nationally 
recognised and independent not-for-profit organisation and charity, AISA has become the recognised authority and 
industry body for information security, cyber security and privacy in Australia. AISA caters to all domains of the 
information security industry with a particular focus on sharing expertise from the field at meetings, focus groups 
and networking opportunities around Australia. 
 
AISA’s vision is a world where all people, businesses and governments are educated about the risks and dangers of 
invasion of privacy, cyber-attack, and data theft and to enable them to take all reasonable precautions to protect 
themselves. AISA was created to provide leadership for the development, promotion, and improvement of our 
profession, and AISA’s strategic plan calls for continued work in the areas of advocacy, diversity, education, and 
organisational excellence.  
 
This response offered by AISA represents the collective views of over 7,000 cyber security, information technology 
and privacy professionals, allied professionals in industries such as the legal, regulatory, financial and prudential 
sector, as well as cyber and IT enthusiasts and students around Australia. AISA members are tasked with protecting 
and securing public and private sector organisations including national, state and local governments, ASX listed 
companies, large enterprises, NGO’s as well as SME/SMBs across all industries, verticals and sectors.  
 
AISA proactively works to achieve its mission along with its strategic partners. These include the Australian Cyber 
Security Centre, AustCyber, Cyrise, the Risk Management Institute of Australia (RMIA), the Australian Strategic Policy 
Institute (ASPI), the Australian Institute of Company Directors (AICD), the Oceania Cyber Security Centre (OCSC), the 
Australian Security Industry Association Limited (ASIAL) as well as international partner associations such as (ISC)2, 
ISACA and the Association of Information Security Professionals (AiSP).  
 
It is AISA’s hope that the Attorney-General's Department will consider our responses to the Issues Paper and the 
Complete list of questions for consideration contained within the Terms of Reference document for its Review of 
the Privacy Act 1988 to ensure privacy settings empower consumers, protect their data and best serve the Australian 
economy.  
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Objectives of the Privacy Act  
1. Should the objects outlined in section 2A of the Act be changed? If so, what 

changes should be made and why?  
 

AISA is of the view that the objectives for the Privacy Act listed in s 2A should be changed. Whilst the objectives of 
the Act are appropriate, there is scope to improve and amend the objectives in light of the evolving digital nature of 
the world today.  
 
AISA believes that the single most important objective of the Privacy Act should be to protect the rights to privacy 
for individuals who fall under Australian jurisdiction, with these individuals having reasonable expectation in the first 
instance that their right to privacy is implicit. Cognisant that there is a balance that needs to be struck, AISA asserts 
that unless explicit exemptions of a reasonable nature defined under the Privacy Act are made, or unless the 
individual explicitly and categorically waives that right to privacy, an individual’s right to privacy should always be 
maintained.   
 
AISA also recognises that there is a balance between the rights of individuals to privacy and the interests of entities 
to carry out their functions and activities, as defined in s 2A of the Act. AISA believes that this objective should be 
amended to reflect that this ‘balance’ be subject to a ‘lawfulness’ test. This will set the appropriate levels of 
expectation between individuals and entities that any data collection, use and disclosure can only occur via a lawful 
basis.  
 
AISA recommends the following amendments to s 2A: 
 

• An amendment to explicitly include a reference to the digital nature of information today.  
• An amendment that states that an individual’s right to privacy is both a fundamental and implicit human 

right.  
• An amendment that incorporates the concept of ‘lawfulness’ of data collection, use and disclosure when 

assessing that ‘the protection of the privacy of individuals is balanced with the interests of entities in carrying 
out their functions or activities’.  
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Definition of personal information  
2. What approaches should be considered to ensure the Act protects an appropriate 

range of technical information?  
 

AISA recommends that the Privacy Act refine the definition of ‘personal information’ and that the definition include 
relevant technical information that may be used to infer personal information.  
 
AISA agrees with the recommendations made by the Digital Platforms Inquiry held by the Australian Competition and 
Consumer Commission (ACCC).1 This includes the recommendation that “the definition of personal information in 
the Act be updated to clarify that it captures technical data such as IP addresses, device identifiers, location data, 
and any other online identifiers that may be used to identify an individual.”2 AISA recommends that a particular 
approach should be to consider cookies, web beacons, trackers, metadata and similar digital identifiers as 
information that is recognised as ‘personal information’ under the Act. With respect to cookie technology, whilst 
they involve the collection of non-identifiable information, such as user ID, the technology enables entities collecting 
that information to generate identifiable user profile by matching the information collected by cookies to information 
gathered from other sources (such as the name and address of the user that has been entered on the website to 
enable a transaction).3  
 
AISA recommends that the Privacy Act adopt a definition of personal information that is more explicit about the 
nature and substance of the information, to address fully the ACCC’s recommendation and to better align with 
modern privacy regulation in other jurisdictions, such as the EU GDPR. 
 
AISA also would like to highlight the concept of automated decision-making processes and/or the reliance on 
technical or aggregated data for decision-making purposes as a salient issue that should be considered. Adverse 
outcomes such as wrongful profiling and skewed policy outcomes can be realised from reliance on aggregated or 
“big” data.  
 
Possible approaches to deal with these issues can be found in: 
 

• The European Union’s GDPR, which includes a specific restriction on automated data processing, including 
profiling, defined under Article 22.4  
 

• The New Zealand Government, which recently created its “Algorithm Charter”, demonstrating a 
commitment to “ensuring New Zealanders have confidence in how government agencies use algorithms.” 5 
The aim of the Algorithm Charter is to enhance transparency and accountability in the use of public sector 
data, creating, among other things, effective transparency and plain language mechanisms for automated 
data aggregation techniques, providing human oversight, and identifying and managing bias.  

 
AISA recommends that to ensure that aggregated data does not adversely affect individuals, similar controls related 
to automated processing and profiling as those cited in New Zealand and the European Union be adopted.  
 
  

 
1 Australian Competition and Consumer Commission (ACCC), Digital Platforms Inquiry (Final Report, June 2019) p30-38. 
2 Ibid 458. 
3 Parliament of the Commonwealth of Australia, Cookie Monsters? Privacy in the Information Society, Report by the Senate Select Committee on 
Information Technologies (November 2000), <http://www.aph.gov.au/binaries/senate/committee/it_ctte/completed_inquiries/1999-
02/e_privacy/report/report.pdf>. 
4 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Section 4.  
5 ‘Algorithm Charter for Aotearoa New Zealand’ (2020) New Zealand Government. Available here: https://data.govt.nz/use-data/data-
ethics/government-algorithm-transparency-and-accountability/algorithm-charter.  

https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
https://data.govt.nz/use-data/data-ethics/government-algorithm-transparency-and-accountability/algorithm-charter
https://data.govt.nz/use-data/data-ethics/government-algorithm-transparency-and-accountability/algorithm-charter
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3. Should the definition of personal information be updated to expressly include 
inferred personal information?  

 
AISA is of the opinion that the definition of personal information be updated to expressly include inferred personal 
information. AISA’s recommendations in relation to this question are consistent with those cited in Question 2 of this 
submission.  
 

4. Should there be additional protections in relation to de-identified, anonymised and 
pseudonymised information? If so, what should these be?  

 
AISA is of the view that de-identified and pseudonymised information should be addressed under proposed changes 
to the Privacy Act.  
 
Under the current application of the Privacy Act, ‘de-identified’ data falls outside its application. This is of concern as 
there have been instances of de-identified data being reconstituted into identifiable data.6 Given that existing 
technologies enable re-identification based on de-identified data, AISA recommends that the Privacy Act stipulate a 
permanent de-identification of data using a verifiable anonymisation process in order for that data not to fall under 
protections defined in the Act. AISA recommends that measures employed in other jurisdictions, such as the 
European Union’s GDPR, for example, be incorporated. These include the requirement that personal information be 
anonymised instead of de-identified for the definition of personal information to no longer apply.7  
 
In instances where true anonymisation is impossible to achieve, AISA is of the view that this information should be 
regarded as personal information under the Privacy Act and protections afforded under the Act apply to that 
information.  
 

5. Are any other changes required to the Act to provide greater clarity around what 
information is ‘personal information’?  

 
AISA recommends that the Privacy Act be amended to provide greater clarity in relation to what ‘personal 
information’ consists of, as well as specific actions on that personal information that can lawfully be carried out.  
 
AISA is of the view that not all ‘personal information’ should hold a single categorisation - that some are imbued with 
far more sensitivity and require significantly higher levels of privacy protections than others. Examples of such 
information should include personal information related to racial or ethnic origin, political affiliation, religious or 
philosophical beliefs, trade union membership, genetic and biometric data as well as an individual’s sexual 
orientation or preferences. AISA recommends that the Privacy Act consider a definition of ‘special categories of 
personal data’ that is aligned to the approach taken under the EU GDPR in Article 9.8 
 
AISA also agrees with the recommendations made by the Digital Platforms Inquiry held by the ACCC.9 This includes 
the recommendation that “the definition of personal information in the Act be updated to clarify that it captures 
technical data such as IP addresses, device identifiers, location data, and any other online identifiers that may be 
used to identify an individual.”10 A particular focus should be the collection and use of cookies, web beacons, trackers, 
metadata and similar digital identifiers.11 While cookie technology focuses on collection of non-identifiable 
information, such as the user ID, it enables to generate identifiable user profile by matching the information collected 

 
6 ‘Not so anonymous: Medicare data can be used to identify individual patients, researchers say’, Australian Broadcasting Corporation (ABC), 18th 
December 2017, < https://www.abc.net.au/news/science/2017-12-18/anonymous-medicare-data-can-identify-patients-researchers-say/9267684>.  
7 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Recital 26. 
8 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 9.  
9 Australian Competition and Consumer Commission (ACCC), Digital Platforms Inquiry (Final Report, June 2019) p30-38. 
10 Ibid 458. 
11 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Recital 30 

https://www.abc.net.au/news/science/2017-12-18/anonymous-medicare-data-can-identify-patients-researchers-say/9267684
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
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by cookies to information gathered from other sources (such as the name and address of the user that has been 
entered on the website to enable a transaction).12  
 
In relation to how entities manage personal information, AISA considers that some terms used in the current iteration 
of the Privacy Act are not clearly defined and require clarification. In many instances, terms such as ‘hold’, ‘collect’, 
‘use’ and ‘disclosure’, are used interchangeably, with minimal definition of their meaning or scope under the Act. 
These inconsistencies are problematic, the obligations and responsibilities that stem from these terms are also 
unclear. This creates oversight, accountability and compliance issues. As such, significantly improvement to privacy 
outcomes can be achieved by harmonising action verbs and terminology. A potential solution may be to reference 
EU legislation, by adopting a broad term such as ‘data processing’ – to include most data related actions. Article 4(2) 
of the GDPR defines ‘processing’ as ‘any operation or set of operations which is performed on personal data or on 
sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction.’ This definition is clear and 
comprehensive, creates a transparent policy, and simplifies the data sharing roles and responsibilities.   
 
Moreover, existing terminology used in the Privacy Act is not only inconsistent and confusing, but also inadequately 
defined, relying on circular definitions and on undefined terms. For example, the Privacy Act defined the term ‘holds’ 
in the following manner: “an entity holds personal information if the entity has possession or control of a record that 
contains the personal information.”13 The Privacy Act does not define the meaning of either ‘possession’ or ‘control’ 
over personal data. In this context, the term ‘possession’ is particularly confusing, as it implies both physical custody 
and ownership – both incorrect terms when relating to personal data (as personal data per se cannot be legally 
owned in Australia, is not necessarily exclusive to a particular entity, and may not be in any physical form).14 As 
‘possession’ adds very little to clarify the meaning of ‘hold’ in this context, this definition is also circular. The 
alternative could be to harmonise the Bill’s data related actions, as suggested above, by replacing under-defined and 
confusing term ‘hold’ with the term ‘processing’. Therefore, AISA recommends that the Privacy Act’s references to 
data actions and entities’ links to data be harmonised through a single concept of data processing, using a similar 
approach to that taken by the GDPR.  
 
  

 
12 Parliament of the Commonwealth of Australia, Cookie Monsters? Privacy in the Information Society, Report by the Senate Select Committee on 
Information Technologies (November 2000), <http://www.aph.gov.au/binaries/senate/committee/it_ctte/completed_inquiries/1999-
02/e_privacy/report/report.pdf>. 
13 Privacy Act 1988 (Cth), section 6. 
14 For further analysis of the legal conceptualisation of data ownership, see: Lyria Bennett Moses, ‘Who Owns Information? Law Enforcement 
Information Sharing as a Case Study in Conceptual Confusion’ (2020) 43 University of New South Wales Law Journal 615, 627. 
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Flexibility of the APPs in regulating and protecting 
privacy  
6. Is the framework of the Act effective in providing flexibility to cater for a wide 

variety of entities, acts and practices, while ensuring sufficient clarity about 
protections and obligations?  

 
AISA agrees that some level of flexibility in the application of the APPs is both warranted and necessary. However, 
AISA believes that the current framework of the Act, whilst reasonably effective, is inadequate for the digital nature 
of today’s world which include concepts such as data mining, big data, blockchain, artificial intelligence and machine 
learning, and will fall short of the needs of future technological developments. AISA contends that modernisation of 
the Privacy Act is necessary to achieve clarity for individuals and entities, in order to provide the necessary 
protections of personal information for individuals whilst ensuring that entities can operate with the requisite level 
of certainty to provide commercial, business and operational benefit to themselves and the broader economy.   
 
AISA recommends that Australia’s privacy regime adopt a similar approach to the EU GDPR in the harmonisation of 
data privacy norms across entities and data contexts. Similar initiatives are also taking place in the UK, with the House 
of Lords Select Committee on communications recently recommending establishing a nationwide digital authority to 
oversee all digital activities and regulations coherently.15  
 
In relation to the Privacy Act, harmonisation could be achieved through the development of a Unified Data Protection 
Code, administered by the OAIC, which would serve as the regulatory authority synonymous with the European Data 
Protection Board afforded under an EU context. This will aid in harmonisation of data sharing and data privacy 
legislation in Australia, applying to both public and private sector entities at a federal and state/territory level. This 
will further aid in the coordination of a national governance structure for cross-agency and cross-government data 
sharing, enhancing coordination and knowledge sharing while significantly reducing resources currently required for 
data sharing and privacy protection.  
 
AISA believes that such an approach to digital data privacy and processing, coupled with consistent definitions across 
all digital data privacy, security, and availability regimes, will greatly benefit Australian entities currently engaging in 
data processing activities, as well as Australian residents whose data is processed. 

 
 

 
  

 
15 “Regulating in a digital world” (2019) House of Lord, Select Committee on Communications (United Kingdom), Parliament of the United Kingdom. 
Available at: https://publications.parliament.uk/pa/ld201719/ldselect/ldcomuni/299/299.pdf.    

https://publications.parliament.uk/pa/ld201719/ldselect/ldcomuni/299/299.pdf
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Exemptions  
Small business exemption  
7. Does the small business exemption in its current form strike the right balance 

between protecting the privacy rights of individuals and avoid imposing 
unnecessary compliance costs on small business?  

 
AISA does not believe that the current small business exemption regime is adequate for the purposes of the Privacy 
Act under either the current definition of objectives under s 2A or under AISA’s recommended amendments of s 2A 
as contained in statements made at Question 1 of this submission.  
 
The small business exemption represents a significant one that is contradictory to the main objectives of the Act. In 
the digital world we live in, the mere size of any organisation, whether it is a sole trader or a multinational, should 
not be taken as a sign of the significance of personal information handling to the organisation.  
 
AISA acknowledges that the current exemption was based on the view that small businesses pose limited risk to 
privacy, with the prevailing assumption being that a ‘standard’ small business was considered to hold an insignificant 
amount of personal data and that imposing additional burdens on the sector would be counterproductive to the 
overall success of small businesses.16 Where this assumption fails is that there are small businesses that in fact hold 
significant amounts of personal data, including data that can be considered as sensitive as defined under Question 5 
of this submission.  
 
AISA recommends that should small business be offered any level of exemptions from protections to personal 
information under the Privacy Act, this should only occur if the nature of the data being held and/or processed by 
that small business is not ‘personal information’ as defined under the Act. This approach is similar in nature to the 
European Union’s GDPR, where the application of privacy principles will fall on any entity that holds ‘personal data’, 
irrespective of that entity’s size.   
 
In addition, it should be noted that from an information security and cyber security perspective, small businesses are 
vastly over-represented in breach statistics both in Australia and around the world.17 Affording a blanket exemption 
to small businesses in relation to privacy could add an element of complacency to a sector that is already struggling 
to protect its information assets.   

 
 

8. Is the current threshold appropriately pitched or should the definition of small 
business be amended? a. If so, should it be amended by changing the annual 
turnover threshold from $3 million to another amount, replacing the threshold with 
another factor such as number of employees or value of assets or should the 
definition be amended in another way?  

 
AISA is of the opinion that there should be no specific thresholds for ‘small business’ pursuant to the response 
provided in Question 7. AISA contends that an upper limit in terms of legal liability from a financial perspective could 
possibly be defined for some small businesses such as sole traders or small businesses that generate under a certain 
annual turnover. This will assist small businesses to plan for and attain the necessary levels of risk mitigation, for 
example, appropriate public liability insurance coverage.  
 
  

 
16 Commonwealth, Parliamentary Debates, House of Representatives, 12 April 2000, 15749 (Daryl Williams, Attorney-General). Also refer to 
Explanatory Memorandum, Privacy Amendment (Private Sector) Bill 2000 (Cth) 36.   
17 ‘A whopping 78% of small businesses are being targeted by cyber criminals: Here’s how to stay ahead’, SmartCompany, 12th July 2019, 
<https://www.smartcompany.com.au/finance/fraud/cyber-crime-stay-ahead/>.  

https://www.smartcompany.com.au/finance/fraud/cyber-crime-stay-ahead/
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9. Are there businesses or acts and practices that should or should not be covered 
by the small business exemption?  

 
AISA is of the view that it is the nature of the information being held and processed by a small business that should 
be considered for the purposes of whether it is accountable under the Privacy Act. Please refer to the answer 
provided at Question 7 and 8 of this submission. 

 
 

10. Would it be appropriate for small businesses to be required to comply with some 
but not all of the APPs?  

a. If so, what obligations should be placed on small businesses?  
b. What would be the financial implications for small business?  

 
AISA is of the view that it is the nature of the information being held and processed by a small business that should 
be considered for the purposes of whether it is accountable under the Privacy Act, and as such all APP’s should apply 
to small businesses that hold information of the appropriate nature.  
 
Please refer to the answers provided at Question 7, 8 and 9 of this submission. 

 
11. Would there be benefits to small business if they were required to comply with 

some or all of the APPs?  
 
AISA contends that the main benefit to small businesses is in ensuring they adopt a ‘privacy by design’ mindset and 
employ the appropriate levels of cyber hygiene appropriate to the information that they hold. This will result in better 
privacy outcomes for their stakeholders.  
 
AISA suggests that a proactive approach that can be taken for small businesses to invest in better privacy controls 
could be to provide incentives, financial benefits or perhaps the ability to use official branding that demonstrates 
that business takes the privacy of its stakeholders seriously.  
 
For additional views by AISA, please refer to the answers provided at Question 7, 8, 9 and 10 of this submission. 
 

12. Should small businesses that trade in personal information continue to be exempt 
from the Act if they have the consent of individuals to collect or disclose their 
personal information?  

 
AISA contends that small businesses should only be exempt from the Act if it has a lawful basis for trading in that 
information. This includes ‘informed consent’ from individuals with respect to that data. For the avoidance of doubt, 
AISA defines ‘informed consent’ as consent that is ‘freely given, specific, informed and unambiguous’ with the data 
subject having the right to withdraw that consent at any time as defined under the EU GDPR.18  
 
  

 
18 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Recital 32.  
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Employee records exemption  
13. Is the personal information of employees adequately protected by the current 

scope of the employee records exemption?  
 
AISA contends that the exemption for employee data prevents equal protection of employees’ reasonable 
expectations of privacy and lacks appropriate justification, particularly from a societal expectation, to do so. However, 
AISA also acknowledges employment law is a complex area and notes that there are multiple legislative instruments 
at a federal and state level that need to be considered. The Fair Work Act, for example, requires the collection 
of specific information. 
  
AISA agrees in principle with the recommendations made by the Australian Law Reform Commission (ALRC) that 
there is a high risk associated with privacy violations in relation to employee records, particularly given the special 
categories of data often contained within employee records.19 Cognisant of this, AISA recommends that employee 
records be protected under the updated provisions proposed to the Privacy Act.  
 

14. If enhanced protections are required, how should concerns about employees’ 
ability to freely consent to employers’ collection of their personal information be 
addressed?  

 
AISA is of the view that due to the sensitivity of employer/employee data and the high risk to individuals’ privacy, it 
is recommended that the GDPR’s approach to data processing and retention in the employment context be followed. 
One of the fundamental principles of the GDPR is that a data subject, including an employee, must give their voluntary 
and informed consent to the processing of their personal information. In an employment relationship, this is very 
difficult to do, given the inherent imbalance in the relationship between employer and employee. Given this inherent 
inability for an employee to provide truly voluntary and informed consent, employers are permitted to process their 
employees’ personal data in strictly limited situations, for example, when the employer processes the data to 
perform an employment contract, to comply with legal obligations, or to further a legitimate interest of the 
employer.20 
 

15. Should some but not all of the APPs apply to employee records, or certain types of 
employee records?  

 
Please refer to the recommendations made at Question 14 of this submission.  
 
  

 
19 Australian Law Reform Commission, Essentially Yours: The Protection of Human Genetic Information in Australia (Report 96, 28 March 2003) 67-
69.   
20 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 6. See also, Article 88, which encourages member 
states to create specific legislation that further constrain employers’ processing of employees’ personal data. 
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Political Parties Exemption  
16. Should political acts and practices continue to be exempted from the operation of 

some or all of the APPs?  
AISA is of the view that political acts and practices should not be exempt from protections under the Privacy Act. In 
support of this position, AISA cites the recommendations made by the ALRC to this effect and notes the ancillary 
benefits of this including increased public confidence in the political process.21 
 
AISA also notes that the European Union’s GDPR considers political affiliation and political persuasion as a category 
of particularly sensitive personal data, referred to as ‘special category of personal data’.22 As such, AISA recommends 
that any modification of the Privacy Act should seek to adopt the spirit of the provisions contained within the GDPR 
with respect to political parties and political affiliation.  
  

Journalism exemption  
17. Does the journalism exemption appropriately balance freedom of the media to 

report on matters of public interest with individuals’ interests in protecting their 
privacy?  

 
AISA appreciates and values the need for a free and fair media industry and its role in a healthy democracy.  
 
AISA is of the view that a limited exception should be provided in cases where the public interest dictates a societal 
need. As such, AISA contends that the current journalism exemption be abolished, replaced with a limited 
exemption to the collection, use and disclosure principles (under APPs 3, 5 and 6) for activities necessary to the 
conduct of investigative and public interest journalism. 
 
AISA notes and supports the ALRC’s views and position in relation to this issue.23  
 
AISA also notes the planned Senate Inquiry into Media Diversity and expresses an opinion that the findings from 
that Inquiry should be considered when determining a course of action related to any future journalism 
exemptions or revocations of such exemptions.  
 
18. Should the scope of organisations covered by the journalism exemption be 

altered?  
 
AISA recommends that the scope of organisations covered by the journalism exemption be altered to account for 
new entities operating in the digital world we all live in. This includes social media platforms, search engine operators 
and any and all entities that are deemed to have the ability to inform and influence a substantial group of persons.  
 
Please refer to the recommendations made at Question 17 of this submission. 
 

19. Should any acts and practices of media organisations be covered by the operation 
of some or all of the APPs?  

 
Please refer to the recommendations made at Question 17 of this submission. 
 
  

 
21 ALRC, For Your Information: Australian Privacy Law and Practice (n 109) 1428. 
22 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 9(1).  
23 ALRC, For Your Information: Australian Privacy Law and Practice (n 109) 1439-1471.  

https://www.alrc.gov.au/wp-content/uploads/2019/08/108_vol2.pdf
https://www.alrc.gov.au/wp-content/uploads/2019/08/108_vol2.pdf


Page 14 
 

Notice of Collection of Personal Information  
Improving awareness of relevant matters  
 

20. Does notice help people to understand and manage their personal information?  
 
AISA contends that a privacy notice may help people understand and manage their personal information, depending 
on the language, visibility, and format of the notice. However, AISA can appreciate that there is often inconsistency 
in the way entities offer notice - a privacy notice can be clear and easily accessible, or it can be complicated and 
difficult to access. Therefore, AISA supports the ACCC’s recommendation to ensure that APP regulated entities always 
provide individuals with effective notice when their personal information is collected. – with “effective notice” being 
defined and being the subject of OAIC guidance material. This includes that effective notices are simple to 
understand, highly visible in their appearance and highlight the meaning of collection, rather than providing 
complicated technical and legal jargon that makes little sense to many individuals. In this regard, the ACCC’s 
suggestion to include layered notices or standardised icons or phrases to assist individuals to comprehend and 
process data handling practices is a positive way forward.24 This approach is also employed under the EU GDPR.25  
 
 

21. What matters should be considered to balance providing adequate information to 
individuals and minimising any regulatory burden?  

 
AISA is of the view that providing individuals with adequate notice in accordance with the response at Question 20 
places no unreasonable burden on APP regulated entities.  
 
 

22. What sort of requirements should be put in place to ensure that notification is 
accessible; can be easily understood; and informs an individual of all relevant uses 
and disclosures?  

 
Please refer to the recommendations made at Question 20 of this submission. AISA re-iterates that the EU GDPR 
privacy notice guidelines, which emphasises the requirement that privacy notices are visible, transparent, accessible, 
and easy to understand, avoiding legal and technical jargon, is crucial.26 AISA also notes GDPR guidelines that reject 
the use of vague qualifiers such as “may,” “might,” “some,” “often,” etc., requiring clear and definitive language and 
the use of bullets to highlight important points.  

 
  

 
24 Australian Competition and Consumer Commission, ‘Digital Platforms Inquiry’ (Final Report, June 2019), 403 (hereinafter: ACCC Report). 
25 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 12(1). The concept of layered notices are covered 
under the Article 29 Data Protection Working Party – Guidelines on transparency under Regulation 2016/679.  
26 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 12-14.  

https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
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Third party collections  
23. Where an entity collects an individual’s personal information and is unable to 

notify the individual of the collection, should additional requirements or limitations 
be placed on the use or disclosure of that information?  

 
AISA maintains that individuals should always be notified when their personal information is collected, including if 
that information is collected by or from a third party. Under the AISA responses to this submission, AISA contends 
that the original entity who collected the data should have included the details and purposes of this collection in its 
privacy notice, including any transfers of that data to third parties.  
 
AISA ascribes to two important principles that are foundational to the European Union’s GDPR that should be 
incorporated to any changes to the Privacy Act and are particularly salient to the topic of third-party collections.  
 

• the principle of purpose limitation.27   
• the principle of transparency.28 

 
 

Limiting information burden  
24. What measures could be used to ensure individuals receive adequate notice 

without being subject to information overload?  
 
Please refer to the responses included under Questions 20, 22 and 23 of this submission.  
 
 

25. Would a standardised framework of notice, such as standard words or icons, 
be effective in assisting consumers to understand how entities are using their 
personal information?  

 
Please refer to the responses included under Questions 20, 22 and 23 of this submission.  
 
 
  

 
27 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 5(1)(b).  
28 Ibid. Article 5(1)(a).  
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Consent to collection and use and disclosure of 
personal information  
Consent to collection, use and disclosure of personal information  
 

26. Is consent an effective way for people to manage their personal information?  
 
AISA maintains that the validity and efficacy of informed consent depends on the delivery, format, language, and 
selections adopted by the collecting entity in obtaining that consent. Consent can be effective if it is given in response 
to a clear, transparent, and accessible request and ineffective if presented in vague and technical terms that are likely 
to be ignored and approved unnoticed.  
 
AISA recommends that explicit requirements concerning the format, visibility, language, and transparency of the 
agreement will significantly enhance the Privacy Act.  
 
 

27. What approaches should be considered to ensure that consent to the collection, 
use and disclosure of information is freely given and informed?  

 
AISA agrees with statements made by the ACCC that consent is a fundamental aspect of any data privacy regime, and 
that stronger consent requirements within the Privacy Act will increase the transparency of information processing.29 
AISA endorses the ACCC recommendation that requires that entities obtain consent in relation to any collection, use 
or disclosure unless the personal information is necessary for the performance of a contract to which the individual 
is party, is required by law, or an overriding public interest reason applies.  
 
AISA agrees that valid consent must be freely given, specific, unambiguous, and informed, and that measures should 
be considered to reduce consent fatigue. AISA proposes that the Privacy Act adopts an approach consistent as the 
GDPR in relation to consent. Specifically, that in order for consent to be valid, it is ‘freely given’ and must not be tied 
to providing a service or performing a contract.30 AISA also recommends that changes to the Privacy Act are 
consistent with the language and spirit of the GDPR, adopting clear legal language acknowledging potential 
imbalances between the entity collecting the data and the data subject, and prohibiting coupling or tying supply of 
services or products with a consent to process further personal data, not ordinarily required for the performance of 
that contract.  
 
AISA also contends that for consent to be considered ‘informed’ under the GDPR regime, the data subject must be 
notified about the kind of data that will be processed, how it will be used, and the purpose of the processing. The 
GDPR also requires data collecting entities to inform data subjects about the use of the data for automated decision-
making, and the possible risks of data transfers. 
 
 

28. Should individuals be required to separately consent to each purpose for which 
an entity collects, uses and discloses information? What would be the benefits or 
disadvantages of requiring individual consents for each primary purpose?  

 
AISA recommends that individuals be required to separately consent to each and every purpose the data uses, 
collects or discloses information that is inconsistent with the original consent provided to that entity.  
 
Please refer to recommendations made under Questions 20, 22, 23, 26 and 27.   
  

 
29 ACCC Report, n 15, 465. 
30 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 7, Recital 32. 
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29. Are the existing protections effective to stop the unnecessary collection of 
personal information? a. If an individual refuses to consent to their personal 
information being collected, used or disclosed for a purpose that is not necessary 
for providing the relevant product or service, should that be grounds to deny them 
access to that product or service?  

 
AISA recommends that the Privacy Act adopts a ‘coupling prohibition’ approach, similar to the approach taken by the 
GDPR. This approach would prevent data collecting entities from tying or conditioning the supply of services or 
products with a requirement to process personal data which is not required for that concrete service or contract.31    
 
Please refer to recommendations made under Questions 20, 22, 23, 26, 27 and 28.   
 
 

30. What requirements should be considered to manage ‘consent fatigue’ of 
individuals?  

 
AISA acknowledges that ‘consent fatigue’ is a matter that requires consideration. AISA contends that personal data 
should only be collected where it is necessary and considers that consent should only be sought as a matter of last 
resort. AISA notes that these principles are already incorporated into the Privacy Act.  
 
To manage ‘consent fatigue’, AISA recommends that the burden of proof on whether the collection of data is 
‘necessary’ to collect should fall on the APP. This, in turn, will result in the individual being solicited for consent only 
when it is absolutely necessary  
 
In addition, as it currently stands, there is no limitation principle incorporated into the Privacy Act, meaning that an 
APP-regulated entity can effectively hoard as much as they want, so long as they can justify it under APP 11. By 
managing the need for collection in the first instance, “consent fatigue” concerns can be alleviated.  
 
 

Exceptions to the requirement to obtain consent  
31. Are the current general permitted situations and general health situations 

appropriate and fit-for-purpose? Should any additional situations be included?  
 
AISA is of the view that only explicit exceptions to the requirement to obtain unambiguous consent should be made 
available to APP-regulated entities.  
 
AISA recommends that any exceptions to the requirement to obtain consent be codified under a ‘lawfulness of 
processing’ clause similar to that found in the European Union’s GDPR.32 This defines that information processing 
can only take place when: 
 

• The data subject has provided consent 
• Performing a contract to which the data subject is a party 
• It is necessary to comply to a legal obligation to which the controller is party to 
• Protecting the ‘vital interests’ of a data subject or another natural person. 
• Performing a task carried out in the public interest or in the exercise of official authority vested in the 

controller 
• For private entities only, pursuing legitimate interests by the controller, except for instances where those 

interests are overridden by the interests or fundamental rights and freedoms of the data subject requiring 
protection of personal data.  

 
31 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 7, Recital 32. 
32 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 6. 
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Pro-consumer defaults  
32. Should entities collecting, using and disclosing personal information be 

required to implement pro-privacy defaults for certain uses and disclosures of 
personal information?  

 
AISA recommends that entities collecting, using and disclosing personal information should incorporate ‘privacy by 
design’ principles and implement pro-privacy defaults for certain uses and disclosures of personal information. 
Pursuant to this, AISA agrees with the views and recommendations made by the ACCC in this regard, supporting the 
view that ‘the primary purpose for collection, use or disclosure should be construed narrowly rather than 
expansively’.33 
 
 

Obtaining consent from children  
33. Should specific requirements be introduced in relation to how entities seek 

consent from children?  
 
AISA forms the view that in the case of children, additional consent or authorisation from a parent or guardian must 
be sought. AISA does acknowledge that some scenario’s will be more challenging than others in this regard, 
particularly given the increasing prevalence of technology being used by younger children.  
 
Whilst the EU GDPR provides for additional parent/guardian consent to be provided required for children and 
adolescents under the age of 16, providing for flexibility regarding children between the ages 13 and 16 dependent 
on member state rulings, the common law in Australia recognises ‘Marion’s Law’34 which itself was preceded by the 
Gillick decision in the UK.35 This could make setting a specific age where parent/guardian consent is provided 
troublesome. Nonetheless, AISA recommend that the Privacy Act adopt an approach that places the best interest of 
the child first and recognises the challenges in obtaining a voluntary and informed consent from a child, as well as 
the imbalance of power between an entity collecting data from a child, and the data subject who is a minor.  

 

The role of consent for IoT devices and emerging technologies  
34. How can the personal information of individuals be protected where IoT devices 

collect personal information from multiple individuals?  
 
AISA hold the view that IoT devices, whilst different in many respects to ‘intelligent’ information technology devices 
such as smartphones, tablets and computers, nonetheless are capable of collecting, processing and using personal 
data, either as standalone devices or connected to some form of external device which collects the data from the IoT 
device. 
 
Whilst jurisdictions around the world have grappled with how to deal with IoT devices, for example in the US State 
of California,36 opinion is divided as to how effective these laws are and the recent nature of these laws does not 
provide a strong basis for whether to incorporate similar measures locally.  
 
In the first instance, AISA recommends that IoT device manufacturers are subject to the same Privacy Act provisions 
as any other information system. This should include that IoT devices that are manufactured and sold by these 
entities incorporate a ‘privacy by design’ and ‘security by design’ approach, whilst entities involved in the design, 
manufacture and maintenance of these devices be accountable under the APP’s, as well as under any regulations 
applicable under fair trading guidelines.  

 
33 ACCC Report, n 15, 468; Office of the Australian Information Commissioner, ‘Australian Privacy Principles Guidelines’ (July 2019), B.101. 
34 Department of Health & Community Services v JWB & SMB ("Marion's Case") [1992] HCA 15; (1992) 175 CLR 218 (6 May 1992). 
35 Gillick v West Norfolk and Wisbech AHA [1985] UKHL 7.  
36 Senate Bill No. 327 Information Privacy: Connected Devices (California, USA), 
<https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327>. 

https://www.oaic.gov.au/assets/privacy/app-guidelines/app-guidelines-july-2019.pdf
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327
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Inferred sensitive information  
35. Does the Act adequately protect sensitive information? If not, what safeguards 

should be put in place to protect against the misuse of sensitive information?  
 
AISA is of the view that not all ‘personal information’ is equal, and that some records are far more sensitive in nature 
and require far higher levels of privacy protections than others. AISA recommends that the Privacy Act consider a 
definition of ‘special categories of personal data’ that is aligned to that taken under the EU GDPR under Article 9.37 
 
AISA recommends that the definition of ‘collection’ in the Privacy Act be updated to reflect that an entity could infer 
sensitive information from other information. This sentiment is reflected in earlier responses at Questions 2, 3, 4, 
and 5 in this submission concerning inferred and aggregated personal data. AISA recommends that the definition of 
‘collection’ be updated to expressly include inferred personal information.  
 
AISA is of the opinion that while the OAIC has issued guidance in relation to the creation of new data through 
inference, this will constitute a ‘collection’ governed under the requirements and limitations of APP’s 3 and 5. 
However, for the avoidance of all doubt, AISA recommends that matters delated to the inference of sensitive 
information should be made explicit within the statute itself.   
 
 

36. Does the definition of ‘collection’ need updating to reflect that an entity could 
infer sensitive information?  

 
AISA recommends that the definition of ‘collection’ be updated to reflect that an entity could infer sensitive 
information. This sentiment is reflected in earlier responses at Questions 2, 3, 4, and 5 in this submission concerning 
inferred and aggregated personal data. AISA recommends that the definition of ‘collection’ be updated to expressly 
include inferred personal information.  
 
It should be noted that as the term ‘collection’ is not defined within the Privacy Act and has been used 
interchangeably with other terms, such as ‘holds’, ‘uses’ for example. In comparison, the EU GDPR has adopted the 
broad term ‘data processing’ to include most data related actions.38  For the avoidance of ambiguity and doubt, AISA 
recommends that the term ‘processing’ replace other data actions whilst applying the term to all types of data 
actions, including actions on inferred data.  
 
 

Direct marketing  
37. Does the Act strike the right balance between the use of personal information 

in relation to direct marketing? If not, how could protections for individuals be 
improved?  

 
Prima facie, AISA contends that APP 7 provides adequate safeguards in relation to direct marketing, particularly in 
relation to explicit consent from the individual. However, AISA notes that entities are at liberty to use or disclose 
individual’s personal information to a third party when the originating entity obtained that information from a source 
other than the individual – in other words, APP 7 does not regulate the collection of data for direct marketing 
purposes.  
 
AISA is of the strong view that all direct marketing relationships, whether they are electronic, paper based or using a 
carriage service, require informed, lawful and valid consent from the individual. As such, AISA contends that APP 7 
needs to be further strengthened or that direct marketing should be covered under an amended APP 6.  

 
37 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Ch II, Article 9.  
38 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 4(2). 
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Withdrawal of consent  
38. Should entities be required to refresh an individual’s consent on a regular basis? 

If so, how would this best be achieved?  
 
AISA does not believe that entities be required to refresh an individual’s consent on a regular basis.  
 
AISA recommends that individuals be required to separately consent to each and every purpose where the data use, 
collection or disclosure of information is inconsistent with the original consent provided to that entity. Please refer 
to recommendations made under Questions 20, 22, 23, 26, 27 and 28 of this submission.  
 
Any lawful consent provided should be deemed to be valid until it is either withdrawn by the individual (refer to 
Question 39) or when the primary purpose for which that consent was provided for has changed.    
 
 

39. Should entities be required to expressly provide individuals with the option of 
withdrawing consent?  

 
AISA believes that entities should be required to expressly provide individuals with the option of withdrawing 
consent, should the request be lawful under the Privacy Act.  
 
As cited in earlier responses in the submission, AISA agrees that valid consent must be freely given, specific, 
unambiguous and informed, and that this consent may be withdrawn at any time by the data subject, pursuant to 
lawfulness under the Privacy Act. AISA proposes that the Privacy Act adopts an approach consistent as the GDPR in 
relation to the withdrawal of consent, particularly that ‘it shall be as easy to withdraw as to give consent’.39    
 
 

40. Should there be some acts or practices that are prohibited regardless of 
consent?  

 
AISA holds the view that ‘lawfulness’ should be the primary test of whether an information processing activity 
performed in accordance with the Privacy Act is valid (as discussed in Question 1, 31 and 39 of this Submission). This 
test of ‘lawfulness’ extends to whether consent is valid for an act or practice.  
 
Approaches suggested  via the discussion paper and by reference to the Office of the Privacy Commissioner of Canada 
have merit: Enhancing informed consent through more understandable and useful ways of explaining information 
management practices to individuals as well as more user-friendly ways of expressing privacy preferences; 
Alternative solutions that might introduce certain limited permissible uses without consent or introduce certain “no-
go zones” of prohibited uses; Stronger accountability mechanisms for organizations to demonstrate compliance with 
their current legal obligations, including third party assurances of undertakings on which users rely in giving consent; 
New accountability mechanisms that introduce broader notions of fairness and ethics in the assessment of purported 
uses that will be made of individuals’ personal information as a supplement to, or in some circumstances, a substitute 
for, informed consent as traditionally understood; and Strengthening regulatory oversight to ensure that proposed 
solutions are effective in protecting privacy. 
 
 
  

 
39 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 7(3-4).  
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Emergency declarations  
41. Is an emergency declaration appropriately framed to facilitate the sharing of 

information in response to an emergency or disaster and protect the privacy of 
individuals?  

 
AISA forms the view that an emergency declaration made by a relevant government authority in matters where life 
and limb are at stake comprise a situation where a person or persons ‘vital interests’ negate the need for consent. 
AISA acknowledges the general exception that is applicable to the issue of consent under the European Union’s GDPR 
when matters of ‘vital interests’ are concerned and believe that the Privacy Act should incorporate similar provisions 
on this issue.40 AISA also holds the view that incorporating specific “sunset clauses” with emergency declarations 
may aid in further protecting the privacy of individuals once the emergency has abated.   
 
 

Regulating use and disclosure  
42. Should reforms be considered to restrict uses and disclosures of personal 

information? If so, how should any reforms be balanced to ensure that they do not 
have an undue impact on the legitimate uses of personal information by entities?  

 
As was noted in the discussion paper “A requirement on entities to act fairly exists currently within the APPs. APP 3.5 
requires that APP entities must collect personal information only by ‘lawful and fair means’. The APP Guidelines state 
that ‘fair means depend on the circumstances, and that it would usually be ‘unfair to collect personal information 
covertly without the knowledge of the individual’. 
 
While there is no similar obligation in relation to use and disclosure, it is useful to consider whether the Act should 
place greater obligations on entities to handle personal information in a manner which is consistent with the interests 
of the individual, particularly in relation to those who may have vulnerabilities which limit their ability to provide 
meaningful consent. 
 
AISA is of the opinion that similar obligations should be enacted.  
 
Please refer to recommendations made under Questions 20 to 41 of this submission for further information. 
 

  

 
40 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR) Recital 46.   
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Control and security of personal information  
Security and retention  
43. Are the security requirements under the Act reasonable and appropriate to 

protect the personal information of individuals?  
 
AISA does not believe the security requirements under the Act are reasonable and appropriate to protect the 
personal information of individuals.  
 
Although APP 11 requires that APP entities take such steps as are reasonable in the circumstances, entities struggle 
to understand what the Act intends as ‘reasonable.’ 
 
AISA believes that similar to the ‘security principle’ in the European Union’s GDPR, more needs to be done to set the 
bar for organisations and to achieve the desired privacy outcomes. These should be further defined and specified 
and aligned to industry sector and/or by turnover. This should include alignment to international and Australian 
standards, as appropriate.  
 
Further, specify required assurance mechanisms, such as qualified independent assessment and reporting to assure 
individuals and organisations that the risks are managed by appropriate controls. It should be specified that it is 
acceptable to rely on audit reports and certifications supplied by cloud service providers in lieu of allowing entities 
to perform their own audits.  
 

44. Should there be greater requirements placed on entities to destroy or de-
identify personal information that they hold?  

 
The Act requires an entity to take active measures to ensure the security of personal information it holds, and to 
actively consider whether it is permitted to retain personal information. Further to this, an APP entity must take 
‘reasonable steps’ to destroy personal information or ensure it is de-identified if it no longer needs the information 
for any purpose for which it may be used or disclosed under the APPs.  
 
AISA believes further specification should be provided as to what ‘reasonable steps’ constitutes, based on the risk of 
de-identification.  
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Access, quality and correction  
45. Should amendments be made to the Act to enhance: a. transparency to 

individuals about what personal information is being collected and used by 
entities? b. the ability for personal information to be kept up to date or corrected?  

 
AISA believes that amendments should be made to the act to enhance both transparency of data as well as accuracy 
of data. 
 
AISA notes protections incorporated within the European Union’s GDPR that the Privacy Act could be strengthened 
with. These rights for individuals include the right to be informed;41 The right of access;42 The right to rectification;43 
The right to erasure;44 The right to restrict processing;45 The right to data portability;46 The right to object;47 and 
rights in relation to automated decision making and profiling.48 
 
 

Right to erasure  
46. Should a ‘right to erasure’ be introduced into the Act? If so, what should be the 

key features of such a right? What would be the financial impact on entities?  
 
AISA is a strong supporter of the right of an individual to ‘erasure’. AISA notes that APP 13 already affords individuals 
the right to correction including deletion where appropriate.49 AISA contends that the ‘right to be forgotten’ should 
be defined as an explicit right within the Privacy Act and through alteration of APP 13.  
 
AISA promotes the strong measures contained within the European Union GDPR in relation to the right to erasure. 
The right to erasure is not absolute and the GDPR includes instances where the invocation of that perceived right by 
an individual may be overruled by statutory provisions.50  
 
AISA contends that given the extraterritorial reach of the GDPR, many commercial software solutions incorporate 
innovations aimed at addressing GDPR compliance, including compliance to Article 17. Given this, such a right to be 
forgotten should represent minimal financial impact on entities from a compliance perspective.   
 
 

47. What considerations are necessary to achieve greater consumer control 
through a ‘right to erasure’ without negatively impacting other public interests?  

 
This is addressed at Question 46 of this submission. Specifically, the right to erasure is not absolute and the GDPR 
includes instances where the invocation of that perceived right by an individual may be overruled by statutory 
provisions.51  
 
  

 
41 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR) Article 13-14. 
42 Ibid Article 15.  
43 Ibid Article 16, 19. 
44 Ibid Article 17. 
45 Ibid Article 18. 
46 Ibid Article 20.  
47 Ibid Article 21. 
48 Ibid Article 22.  
49 OAIC’s Guidelines to the APPs, July 2019. Pt 13.47.  
50 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 17.  
51 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 17.  
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Overseas data flows and third-party certification  
48. What are the benefits and disadvantages of the current accountability 

approach to cross-border disclosures of personal information? a. Are APP 8 and 
section 16C still appropriately framed?  

 
No. Australia should seek adequacy to GDPR. Competitive disadvantage for us right now by not having an adequacy 
decision from the European Commission.  
 
 

49. Is the exception to extraterritorial application of the Act in relation to acts or 
practices required by an applicable foreign law still appropriate?  

 
No. Australian entities that house EU citizens data are subject to EU GDPR. Reciprocal arrangement should also be in 
place.  
 
 

50. What (if any) are the challenges of implementing the CBPR system in Australia?  
 
AISA believes the greatest challenges with be cost and resources, given the current pandemic, its economic impact 
and the privacy and security skills gap in Australia. Hence, enough time will have to allowed to implement the scheme 
and possibly provide grants of certain organisations, such as non-profit charities for this purpose.  
 

51. What would be the benefits of developing a domestic privacy certification scheme, 
in addition to implementing the CBPR system?  

 
AISA agrees that a privacy ‘webseal’ as a consumer empowerment measure is potentially a good option.  
 
Again, AISA believes the greatest challenges with be cost and resources, given the current pandemic, its economic 
impact and the privacy and security skills gap in Australia. Hence, enough time will have to allowed to implement the 
scheme and possibly provide grants of certain organisations, such as non-profit charities for this purpose.  
 
In relation to a domestic privacy certification scheme, AISA is of the view that there are numerous globally recognised 
certification schemes that already exist that can be used in a domestic setting. These include but are not limited to: 
 
Organisational Information Privacy Certification 

- ISO / IEC 27701  
- AICPA 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy. 

 
Organisational Information Security Certification 

- ISO / IEC 27001 Family of Standards and Controls 
- Australian Government Information Security Manual (ISM) 
- Australian Government IRAP (Information Registered Assessors Program) 
- NIST Cyber Security Framework 
- PCI-DSS 

 
Personnel Certification for Information Security and Information Privacy 

- AS / NZS / ISO / IEC 17024  
o IAPP Certifications – CIPP/E, CIPP/US, CIPT, CIPM 
o (ISC)2 Certifications – CISSP, CCSP, SSCP, CSSLP, HCISPP, CISSP-ISSMP, CISSP-ISSEP, CISSP-ISSAP 
o ISACA Certifications – CISM, CISA, CRISC, CGEIT 
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AISA recommends that the Attorney General’s department adopt existing standards for privacy and information 
security certification, both at an organisational level as well as for personnel employed by APP regulated entities.  

52. What would be the benefits or disadvantages of Australia seeking adequacy 
under the GDPR?  

 
AISA endorses and supports the ACCC recommendation to reform the Privacy Act in accordance with adequacy 
requirements consistent with the European Union’s GDPR.52 
 
AISA takes this view because: 
 

A. the GDPR provides adequate privacy protections that Australian residents would greatly benefit from in both 
a general and a practical sense.  

B. whilst the GDPR places significant responsibilities on relevant entities, the approach taken simplifies and 
harmonises data privacy regulation. 

C. The GDPR clarifies and unifies privacy principles which benefit both data subjects and data processing entities 
seeking to comply with the privacy regime.  

D. offering data protection at the level offered by the GDPR will effectively facilitate flow of information to and 
from EU countries and will provide commercial opportunities to Australian entities servicing the European 
Union.  

E. Adequacy with the GDPR provides Australian entities advanced standing in other jurisdictions that have 
already achieved adequacy, including New Zealand, Japan, Canada, Israel, Switzerland and Argentina to name 
a few.  

 
 
  

 
52 ACCC Report, n 15, 443. 
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Enforcement powers under the Privacy Act and role of the OAIC  
53. Is the current enforcement framework for interferences with privacy working 

effectively?  
AISA does not believe the current enforcement framework for interferences with privacy is working effectively.  
 
AISA is of the view that there are four significant challenges inherent in addressing the effectiveness of the 
enforcement framework: 
 

A. The Privacy Act and the APP’s need to be further strengthened (the primary aim of this Submission).  
B. Penalties for breaches of the Privacy Act and the APP’s are insufficient to act as a significant deterrent from 

interferences of privacy. 
C. Resourcing at the sector regulator, the OAIC, are simply not at a level that allows for widespread 

enforcement of privacy interferences. 
D. A lack of a harmonised approach to privacy, particularly in relation to issues such as information security and 

cyber security, which results in regulatory ambiguity and inaction.  
 
AISA believes that all four of these challenges need to be addressed in order to provide for an effective privacy 
enforcement framework.  
 
 

54. Does the current enforcement approach achieve the right balance between 
conciliating complaints, investigating systemic issues, and taking punitive action 
for serious non-compliance?  

 
AISA is of the opinion that the current enforcement approach is not adequate in achieving the right balance between 
conciliating complaints, investigating systemic issues and taking punitive action for serious non-compliance.  
 
AISA notes that in the 2018-19 financial year, the OAIC received 3,306 privacy complaints.53 The average time it took 
the OAIC to finalise a complaint was 4.4 months, a considerably high amount of time. It is further noted that punitive 
action resulting in compensation was only recorded in 118 cases, with the vast majority of those cases resulting in a 
penalty of no more than $1,000.54  
 
 

55. Are the remedies available to the Commissioner sufficient or do the 
enforcement mechanisms available to the Commissioner require expansion? a. If 
so, what should these enforcement mechanisms look like?  

 
AISA contends that the current remedies available to the OAIC are insufficient and require expansion, both in scope 
as well as in resourcing to the OAIC.  

Under the current privacy regime, some entities may determine that it is commercially beneficial to violate their 
privacy obligations under the Privacy Act, obtain that commercial benefit, and pay a small amount in compensation 
as a ‘cost of doing business’. This weakens the Privacy Act enforcement regime and sets a poor example and 
expectation on other APP regulated entities.  

 
  

 
53 Office of the Australian Information Commissioner, Annual Report 2018–19 (Report, 12 September 2019) 12.  
54 Ibid 161.  
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Direct right of action  
56. How should any direct right of action under the Act be framed so as to give 

individuals greater control over their personal information and provide additional 
incentive for APP entities to comply with their obligations while balancing the need 
to appropriately direct court resources?  

 
AISA supports and endorses the ACCC recommendation that creates a direct right of action for individuals, including 
bringing actions and class actions against APP regulated entities in court to seek compensatory damages, as well as 
aggravated and exemplary damages for the financial and non-financial harm suffered as a result of a privacy 
infringement where appropriate.55 
 
AISA notes the relative success of the direct right of action for individuals under the European Union’s GDPR and 
encourages similar provisions under the Privacy Act.56  
 
 

 
  

 
55 ACCC Report, n 15, 473. 
56 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 82. 
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Statutory tort  
57. Is a statutory tort for invasion of privacy needed?  
 
AISA is of the view that a statutory tort for the invasion of privacy is needed.  

The current Australian privacy regime provides inadequate protection to people whose privacy has been violated. 
AISA agrees with the ALRC’s recommendation that a statutory tort for invasions of privacy should be established.57 
Significantly, AISA suggests the adoption of the approach taken by the GDPR which creates a right to compensation 
and liability for privacy violations.58 

 

58. Should serious invasions of privacy be addressed through the criminal law or 
through a statutory tort?  

 
AISA contends that while a civil tort is needed (as noted in the response at Question 57), a recognition that some 
form of criminal law that reflects egregious cases of invasions of privacy should also be considered as part of these 
reforms.  

 
59. What types of invasions of privacy should be covered by a statutory tort?  
 
AISA supports the recommendations made by the ALRC that a statutory tort for the invasion of privacy address two 
types of invasion of privacy – intrusion into seclusion and misuse of private information.59 
 
   

60. Should a statutory tort of privacy apply only to intentional, reckless invasions 
of privacy or should it also apply to breaches of privacy as a result of negligence 
or gross negligence?  

 
AISA believes that a statutory tort should apply to both intentional and reckless invasions of privacy as well as 
breaches of privacy as a result of negligence or gross negligence, and that the statutory tort should define applicable  
remedies that are proportionate and consistent with the gravity of the privacy breach.  
 
 

61. How should a statutory tort for serious invasions of privacy be balanced with 
competing public interests?  

 
AISA considers the position taken and considerations made by the ALRC in relation to competing public interests are 
appropriate with respect to this issue.60  
 
 

62. If a statutory tort for the invasion of privacy was not enacted, what other 
changes could be made to existing laws to provide redress for serious invasions of 
privacy?  

 
AISA does not believe that this is a viable option, given the prevalence of interconnected and digital systems and the 
central part of these systems in the lives of all Australians.  

 
57 Australian Law Reform Commission, ‘Serious Invasions of Privacy in the Digital Era’ (Report No 123, September 2014), 59. 
58 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR), Article 82.  
59 ALRC, Serious Invasions of Privacy in the Digital Era (n 229) 73-89.    
60 ALRC, Serious Invasions of Privacy in the Digital Era (n 229) 143-161.    

https://www.alrc.gov.au/wp-content/uploads/2019/08/final_report_123_whole_report.pdf
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Notifiable Data Breaches scheme – impact and 
effectiveness  
63. Have entities’ practices, including data security practices, changed due to the 

commencement of the NDB Scheme?  
 
Somewhat, but not to the extent needed. Increased focus on security is needed by most all organisations and needs 
to be made a specific accountability at board level.  
 
 

64. Has the NDB Scheme raised awareness about the importance of effective data 
security?  

 
Somewhat, but not to the extent needed. More specifics around what is considered ‘reasonable’ steps in the 
circumstances, as entities struggle to understand what the Act intends as ‘reasonable.’ 

 
 

65. Have there been any challenges complying with the data breach notification 
requirements of other frameworks (including other domestic and international 
frameworks) in addition to the NDB Scheme?  

 
AISA believes compliance is a complex and complicated business problem for all organisations and requires skill and 
subject matter expertise to provide guidance.  Organisations often ask AISA which requirements they should follow. 
As such anything that provides clarity is desired, either by clearer alignment or simplicity or language or guidelines 
will be beneficial and will help reduce cost of compliance. 
 
AISA has not noted specific other challenges except for the skills gaps that exist today in privacy and security within 
Australia.   
 

Interaction between the Act and other regulatory schemes  
66. Should there continue to be separate privacy protections to address specific 

privacy risks and concerns?  
 
Regulators other than the OAIC also deal with privacy issues, including the ACCC, the Australian Communications and 
Media Authority (ACMA), the Office of the National Data Commissioner (ONDC), and the eSafety Commissioner, this 
creates a lack of clarity for individuals and organisations.  
 
The Review should consider the alignment of the specific privacy protections in other regulatory schemes and suggest 
any needed reforms to provide enhance privacy and security at a lower cost to organisations.  
 
AISA believe that OAIC should be the primary and lead regulatory agency in matter of privacy and security of 
information and be funded appropriately, via legislation to enforce the Act.  
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67.Is there a need for greater harmonisation of privacy protections under 
Commonwealth law? a. If so, is this need specific to certain types of personal 
information?  

 
AISA is of the view that there is a greater need for harmonisation of privacy protections under Commonwealth law.  
 
AISA acknowledges that while amending the Privacy Act is a step in the right direction to achieve positive privacy 
outcomes for Australians, AISA also believes that simply amending the Privacy Act as a stand-alone action cannot and 
will not fully resolve the core issues in the area of privacy law, namely, the fragmentation of and inconsistencies of 
privacy protections within the legal regime.  
 
As an example, the definition of ‘personal information’ differs significantly across Australian states and territories. In 
addition to this, inconsistencies exist not only between the Privacy Act and state and territories’ privacy legislation, 
but also between the Australian Privacy Principles (APPs) and other data regimes, such as the Consumer Data Regime 
(CDR) and its Privacy Safeguards. For example, in 2020, the Consumer Data Right (CDR) was introduced into the 
Competition and Consumer Act in 2020. The Privacy Act can benefit from adopting GDPR-inspired concepts and 
rights, such as the right to deletion, time limited consent, and a requirement for consumer Dashboard as central 
repository of consents. As will be detailed below, we believe that a broader harmonisation of Australia’s data 
governance regime is required.  
 
AISA is of the view that in order to strengthen privacy in the long term, data sharing and data privacy in Australia will 
significantly benefit from a harmonisation approach, similar to the one adopted in the EU through the GDPR.61 The 
UK is another example, with the House of Lords Select Committee on communications recently recommending 
establishing a nationwide digital authority to oversee all digital activities and regulations coherently.62 In Australia, 
harmonisation could be achieved through the additional development of a Unified Data Protection Code, and a 
central Digital Data Authority, harmonising data sharing and data privacy legislation in Australia, and applying to both 
public and private sector entities at the federal, as well as state and territory, levels. A coordinated, state-wide 
governance structure, for cross-agency data sharing, will enhance coordination and knowledge sharing across 
agencies, and significantly reduce resources currently required for data sharing and privacy protection. A harmonised 
central co-ordination and oversight of digital data privacy and processing, as well as consistent definitions across all 
digital data protection regimes, will greatly benefit Australian entities currently engaging in data processing activities, 
as well as Australian residents whose data is processed. AISA acknowledges the central role that the Privacy Act has 
to play in this harmonisation process.  
 
  

 
61 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR).   
62 ‘Regulating in a Digital World’, n 2.    
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